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1. REQUEST FOR PROPOSAL NOTIFICATION 

This Request for Proposal Notification (RFPN) is being issued by SBI Life Insurance Co Ltd 

(hereinafter referred to as SBIL) inviting Bidders for applying for Request for Proposal (RFP) and for 

submission of technical and commercial proposals for providing New Generation SOC services to SBI 

Life as required under the RFP. 

Neither this RFPN nor the RFP are an offer by SBIL, but are invitations for Bidder response.  No 

contractual obligation whatsoever shall arise from this RFPN or RFP process unless and until a formal 

contract is signed and executed by the duly authorized signatory of SBIL and the Bidder. Responses 

submitted after the stipulated date and time will not be entertained.  

SBIL reserves the right to amend, modify, add, delete, accept or cancel in part or full any conditions or 

specification of all proposals/ bids, without assigning any reason thereof at any time during the RFP 

process. Each party shall be entirely responsible for its own costs and expenses that are incurred 

while participating in the RFP, subsequent presentations and contract negotiation processes. SBI 

LIFE reserves its rights to withdraw the entire RFP process without assigning any reason whatsoever. 

2. INTRODUCTION 

SBI Life Insurance Company Ltd. (‘SBI Life’ / ‘The Company’), one of the most trusted life insurance 

companies in India, was incorporated in October 2000 and is registered with the Insurance Regulatory 

and Development Authority of India (IRDAI) in March 2001.Serving millions of families across India, 

SBI Life’s diverse range of products caters to individuals as well as group customers through 

Protection, Pension, Savings and Health solutions. 

Driven by ‘Customer-First’ approach, SBI Life places great emphasis on maintaining world class 

operating efficiency and providing hassle-free claim settlement experience to its customers by 

following high ethical standards of service. Additionally, SBI Life is committed to enhance digital 

experiences for its customers, distributors and employees alike. 

SBI Life strives to make insurance accessible to all, with its extensive presence across the country 

through its 1,011 offices, 23,998 employees, a large and productive individual agent network of about 

236,978 agents, 73 corporate agents and 14 bancassurance partners with more than 41,000 partner 

branches, 148 brokers and other insurance marketing firms. 

In addition to doing what’s right for the customers, the Company is also committed to provide a 

healthy and flexible work environment for its employees to excel personally and professionally. 

SBI Life strongly encourages a culture of giving back to the society and has made substantial 

contribution in the areas of child education, healthcare, disaster relief and environmental upgrade. In 

2022-23, the Company touched over 1.1 lakh direct beneficiaries through various CSR interventions.  

Listed on the Bombay Stock Exchange ('BSE') and the National Stock Exchange ('NSE'), the 

Company has an authorized capital of Rs. 20.0 billion and a paid-up capital of Rs.10.0 billion. The 

AuM is Rs. 3,451.5 billion. 

SBIL solicits offer from reputed Bidders/Service Provider’s/Vendors to provide log monitoring and log 

correlation services enabled with new generation technologies like Artificial intelligence, Machine 

Learning, Data analytics, orchestration. These services may be collectively referred as New 

generation SOC services.    
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3. ELIGIBILITY CRITERIA 

Each Bidder must bid for all the components defined in the Scope of Work.  

Bid should be submitted by one single entity/organization. The bidder will not be permitted to submit 

the bid in a consortium with any service provider/supplier. Bids submitted by consortium will be 

summarily rejected. The following points have to be complied with: 

Sr. 
No. 

Description Yes/No Document required 

1 The bidder should be an Indian firm / LLP 
firm / organisation / company registered 
under the Companies Act, 1956. The 
company/firm should be in existence for 
more than 3 years as of 30th November 
2023. 

  Copy of the Certificate of Incorporation 
issued by Registrar of Companies and 
full address of the registered office 
Or 
Firm registration certificate along with 
documents in respect of incorporation 
with full address of the firm. 

2 The bidder should have average annual 
turnover of Rs. 100 Crores during any three 
of the last four Financial Years (i.e.2019-
20, 2020-21, 2021-22, 2022-23) and Bidder 
should have made positive net worth during 
any 3 year of the last four financial years 

  Copy of Balance Sheets with relevant 
sections highlighted. Certificate from 
CA to be enclosed. 
Summary as per the format In 
Annexure-3 

3 SIEM (Security Information and Event 
Management) tool, used by the Bidder, 
should be recognized in Leader quadrant 
of Gartner during the year 2022 / 2023 

  Undertaking in this regard by the 
authorized signatory. Respective 
analyst report should be submitted. 

4 The bidder should have its own/Captive 
New Generation SOC Setup in India 
(technology and customer logs should be 
stored in Indian jurisdiction only) providing 
SOC as a service / managed SOC services 
including remote log monitoring, correlation 
and analysis and security incident 
management services, etc. 

  Undertaking in this regard with location 
information by the authorized 
signatory. Work Orders confirming 
year and area of activity. 

5 The bidder should have at least 3 years of 
experience as of 30th November 2023 in 
providing SOC implementation, 
consultancy support and managed SOC 
services to organizations, preferably in 
BFSI sector in India  

  Undertaking in this regard with location 
information by the authorized 
signatory. Work Orders confirming 
year and area of activity. At least One 
PO which is 3 year old 

6 The bidder should have been providing 
Managed SOC Services to at least 3 
Customers of which preferably 2 should be 
in BFSI Sector in India during the last three 
years as of 30th November 2023. 

  Undertaking in this regard by the 
authorized signatory. Copy of 
purchase Orders/Letters from Clients 
on their letter head confirming year 
and area of activity 

7 The New Generation SOC Services and 
processes should have been ISO 27001 
certified and currently is in-force 

  Copy of Certificate  

8 The overall capacity of bidder’s own / 
captive SOC across its customer base, 
should not be less than 2000 devices / 
25000 EPS (event per second), with at 
least 1000 devices / 12500 EPS belonging 
to single entity 

  Copy of Work Orders/Letters from 
Clients on their letter head confirming 
number of devices being managed 
under the SOC 
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9 The Bidder should submit a declaration that 
it has not been blacklisted / debarred by 
any Government / Government 
Organisation / PSU / PSB / IBA / RBI / 
SEBI / IRDAI / Regulatory bodies for 
Information and Cyber Security Services 

  Self-Certification by the authorized 
signatory. 

10 The bidder should furnish, as part of its 
Technical Bid, an EMD of Rs.2,00,000/- 
(Rupees Two Lakh only) at the time of bid 
submission. 

  The EMD should be denominated in 
Indian Rupees, and should be in the 
form of a Demand Draft/ Cheque 
issued by a Nationalized / Scheduled 
Bank, in favour of SBI Life Insurance 
Company Ltd. Payable at Mumbai.  

 
3.1 The above eligibility criteria should be printed on letterhead, signed and stamped by the 

organization’s Authorized Signatory along with detailed company profile and associated 

Annexure’s as mentioned below. All the above details are MANDATORY and to be submitted 

to SBIL on or before 8th January 2024, 06:30PM to collect the RFP document. 

3.2 The responses will be examined by SBIL to determine whether they are complete. SBIL may, 

at its discretion waive any minor non-conformity or irregularity in a response which does not 

constitute a material deviation.  

3.3 SBI Life shall not be responsible for transit delays in submission of bids. 

 
RFP Collection 

The bidder should submit a signed NDA agreement as per the Annexure 2 on Rs 500 stamp paper 

along with company profile as per Annexure 1, authorization request letter as well as details on 

above eligibility criteria from Sl. No. 1 to Sl. No. 9 at below address for collection of RFP from SBIL. 

On submission of these documents, the RFP document will be e-mailed to the Bidder after due 

diligence of submitted documents. Failure of submission of any of these documents will result in non-

issuance of RFP to the bidder.  

 
Chief Information Security Officer 
SBI Life Insurance Co Ltd, 
Seawood Grand Central, 7th Floor, Tower 2, 
Plot No R-1, Sector 40, 
Seawood, Navi Mumbai-400 706, 
 

 
  *********************************** END OF DOCUMENT ********************************* 
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Annexure - 1 

ORGANISATION PROFILE 

 

Sr. No Requisite Details 

1 Name of Company  

2 Postal Address  

3 Telephone/Fax number  

4 Name and Designation of the 

person authorized to make 

commitments/bids to SBI Life 

 

5 Email address of Authorized 

personnel(s) 

 

6 Year of commencement of 

business 

 

7 Goods and Service Tax 

number 

 

8 Income Tax number (PAN)  

 

 

Name and Signature of Authorized Personnel of the Bidder: _________________ 

Business address: _________________ 

Place: 

Date: 
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Annexure 2 

 

 

 

NONDISCLOSURE AGREEMENT 

 

This Nondisclosure Agreement (“NDA”) is made and entered into this 21th day of April  in the 

year Two thousand Twenty One (2021) 

  

BY AND BETWEEN  

 

SBI Life Insurance Co Ltd., a Company incorporated under the Company Act, 1956/2013 

and having its Registered & Corporate office at Natraj”, M.V. Road & Western Express 

Highway Junction, Andheri (East), Mumbai -400069, hereinafter referred to as First 

Party/SBIL.  

 

 

AND   

 

__________________ a company incorporated under the laws of Indian Companies Act, 

1956 and having its principal place of business ______________________________ 

hereinafter referred to as Second Party 

 

 

SBI Life Insurance Co Ltd. and _______________ shall be individually referred to herein 

as a “Party” and collectively as the “Parties”.  

 

WHEREAS, the Parties propose to exchange certain proprietary information, concerning 

Technically and commercially detailed information regarding their respective products & 

service offerings, organization, decision processes, technical infrastructure, working 

processes and delegation of responsibilities, project management and planning methods, 

reports, plans and status including but not limited to technical manuals, specifications, 
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product features, customer list, specialisations, documents, financial statements and 

business/development plans (“Proprietary Information”). 

 

WHEREAS, each Party agrees to receive the proprietary information or other information 

from the other party and treat all such information as confidential information and such 

information will be treated as confidential 

 

 

NOW, THEREFORE, in consideration of the recitals set forth above and the covenants set 

forth herein, the Parties agree that: 

 

1. Recipient agrees to hold all Confidential Information received from the Disclosing 
Party in confidence.  Recipient will use such Confidential Information only for the 
purpose of business arrangements between the Parties; restrict disclosure of such 
Confidential Information to its employees and employees of its affiliated companies 
with a need to know and inform such employees of the obligations assumed herein. 
Recipient will not disclose such Confidential Information to any third party without the 
prior written approval of the Disclosing Party. 
 

2. The Confidential Information means information which may be in any form including 

but not limited to oral, written or printed information or Information in electronic form, 

data, studies, consultants’ reports, trade secrets, proformas and other financial and 

trade/commercial information, computer models and programs, contracts, plant 

designs and configurations, plant performance data or other material of any kind or 

nature in whatever form.  Wherever, information is given orally, within 48 hours, the 

receiving party should receive the information in writing along with the confidentiality 

statement from the other party.  

 

3. Without the prior written consent of the other party or except as otherwise provided 
herein, either party  will not: (i) distribute or disclose to any other person any of the 
Confidential Information; (ii) permit any other person to have access to the 
Confidential Information; (iii) use the Confidential Information for any purpose other 
than the Permitted Use ; or (iv) disclose to any other person (A) that discussions, 
investigations or negotiations are taking place concerning a possible transaction 
between the Parties, or (B) the terms, conditions, status or other facts regarding a 
possible transaction between the Parties, or (C) that either party has received 
Confidential Information from the other Party.  Notwithstanding the above, either 
party may disclose the Confidential Information, and portions thereof to its directors, 
officers, employees and representatives of its advisors (collectively, 
"Representatives") who need to know such Confidential Information for the purpose 
of evaluating a possible transaction between the Parties. It is understood that the 
parties will inform their respective Representatives of the confidential nature of the 
Confidential Information and will require its Representatives to be bound by this 
Agreement and not to disclose the Confidential Information to any other person. The 
parties agree to be responsible for any breach of this Agreement by their respective 
Representatives. 
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4. Recipient agrees to protect the Confidential Information received from the Disclosing 
Party with at least the same degree of care as it normally exercises to protect its own 
proprietary information of a similar nature. Recipient agrees to promptly inform the 
Disclosing Party of any unauthorised disclosure of the Disclosing Party’s Confidential 
Information. 
 

5. The Recipient shall ensure that their employees will not disclose any information of 
the disclosing party even after they cease to be the employees of the recipient. The 
recipient party shall ensure this by their own internal agreements. 
 

6. Confidential Information does not include information that either party can reasonably 

prove, falls within any of the following: (i) information that either is legally in either 

party’s possession or publicly available to either party prior to the disclosure of such 

information hereunder; (ii) information that, subsequent to its disclosure hereunder, 

becomes publicly available to either party without any violation of this Agreement by 

either party; (iii) information that becomes legally available to either party  on a non-

confidential basis from any third party, the disclosure of which to either party does 

not, to either party’s  knowledge, violate any contractual or legal obligation such third 

party has to either party with respect to such information ; (iv) information that is 

independently acquired or developed by either party which can be evidenced by 

written records; or (v) information that is explicitly approved for release by written 

authorization of either party. 

 

7. In the event that either party is required by law in any judicial or governmental 

proceeding or otherwise to disclose any Confidential Information, the disclosing party 

will give the other party prompt written notice of such request so that the other party 

may seek a protective order or appropriate remedy.  If, in the absence of a protective 

order, disclosing party determines, upon the advice of counsel, that it is required to 

disclose such Confidential Information, it may disclose such Confidential Information 

only to the extent compelled to do so; provided, however, that the disclosing party 

gives the other party written notice of the portion of Confidential Information to be 

disclosed as far in advance of the disclosure as is practicable and uses its best 

efforts, at its own  expense, to obtain assurances that confidential treatment will be 

accorded to such Confidential Information. 

 

8. No license expressed or implied in the Confidential Information is granted to either 

party other than to use the information in the manner as is permitted in writing by the 

parties. 

 

9. Both parties agree that Confidential Information is and shall at all times remain the 
property of the owning party. Both parties acknowledge that the Confidential 
Information is confidential and material to the interests, business and affairs of the 
other party and that the disclosure thereof (other than as permitted under this 
Agreement) would be detrimental to the interests, business and affairs of the other 
party.  No use of such Confidential Information is permitted except as otherwise 
provided herein and no grant under any of the party’s intellectual property rights is 
hereby given or intended, including any license (implied or otherwise).  All 
information shall remain the property of the Disclosing Party and shall be returned 
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upon written request or upon the Recipient’s determination that it no longer has a 
need for such information. 
 

10. No license to the Recipient, under any trade secret or any other intellectual property 
right, is either granted or implied by the disclosure of information to the Recipient. 
None of the information which may be disclosed or exchanged by the Parties shall 
constitute any representation, warranty, assurance, guarantee, or inducement by 
either Party to the other of any kind, and in particular, with respect to the non-
infringement of trademarks, patents, copyrights, mask work rights, or any other 
intellectual property rights, or other rights of third persons or of either Party. 

 

11. There are no warranties expressed or implied by this Agreement. Without limiting the 
foregoing, neither party makes any representations nor extend any warranties, 
express or implied, as to the adequacy or accuracy of Confidential Proprietary 
Information or any other information or data related thereto, or with respect to the use 
thereof by Recipient. 
 

12. Neither this NDA nor the disclosure or receipt of information from either Party to the 
other Party, shall constitute or imply any promise or intention to pursue any business 
opportunity described in the Confidential Information or make any purchase of 
products or services by either Party or its affiliated companies or any commitment by 
either Party or its affiliated companies with respect to the present or future 
transaction between the parties.  
 

13. Either party shall not modify or erase the logos, trademarks etc., of the other party or 

any third party present on the Confidential Information. Neither party shall use or 

display the logos, trademarks etc., of the other party in any advertisement, press etc., 

without the prior written consent of the other party. 

 

14. Upon the request of a party, the other party, will within 7 days of receipt of such 

request, return or destroy all Confidential Information and any notes, 

correspondence, analyses, documents or other records containing Confidential 

Information, including all copies thereof, then in the possession of either party or its 

Representatives and shall certify the fact of having destroyed the Confidential 

Information in writing to the other party.  Such return, however, does not abrogate the 

continuing obligations of both parties under this Agreement.    

 

15. In case of any cyber security incident/ data breach, which involves SBIL data, 

the recipient of SBIL data shall be accountable and liable for all the 

consequences arising out of such cyber security incident / data breach, in 

accordance with the prevailing laws and regulations.  

 

16. Both parties agree and acknowledge that monetary damages would not be a 

sufficient remedy for a breach of this Agreement and that the both parties shall be 

entitled to specific performance or any other injunctive relief as a remedy in equity for 

any such breach of this Agreement. Any remedy shall not be deemed to be exclusive 

or all-inclusive and shall be in addition to any and all other remedies which may be 

available to the either party in law or equity. 
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17. Confidential Information provided to one party does not and is not intended to 
represent an inducement by the other party or a commitment by the Disclosing Party 
to enter into any business relationship with the Recipient or with any other entity.  If 
the parties desire to pursue business opportunities, the parties will execute a 
separate written agreement to govern such business relationship. 
 

18. The Parties agree that during the existence of the term of this NDA and for a period 
of one year thereafter, neither Party shall solicit directly or indirectly the employees of 
the other Party. 
 

19. Each Party agrees that all of its obligations undertaken herein as the Recipient of 
confidential information shall be perpetual and shall survive the termination of this 
NDA. 
 

20. This NDA constitutes the entire understanding between the Parties hereto as to the 
information and merges all prior discussions between them relating thereto. 
 

21. No amendment or modification of this NDA shall be valid or binding on the Parties 
unless made in writing and signed on behalf of each of the Parties by their respective 
authorised officers or representatives. 
 

22. The Parties understand and agree that no failure or delay by either Party in 

exercising any right, power or privilege hereunder shall operate as a waiver thereof, 

nor shall any single or partial exercise thereof preclude any other or further exercise 

thereof or the exercise of any right, power or privilege hereunder. 

 

23. The Parties herein agree and undertake to indemnify and hold the other party 

harmless from any loss, damage, claims, liabilities, charges, costs, or expense 

(including reasonable attorneys’ fees), that may arise or be caused or result from or 

be paid/incurred/suffered or caused to be paid/incurred/ suffered by reason of any 

breach, failure, delay, impropriety or irregularity on its part to honour, observe, 

adhere to, abide by or comply with any of the terms and conditions of this Agreement 

 

24. This Agreement shall be governed and construed in accordance with the laws of 

India  

 

25. In the event that any of the provisions of this Agreement shall be held by a court or 

other tribunal of competent jurisdiction to be unenforceable, the remaining portions 

hereof shall remain in full force and effect. 

 

26. Both parties agree not to assign this Agreement or any interest herein without 

express prior written consent of the other party. 

 

27. Nothing in this agreement and no action taken by the Parties pursuant to this 
agreement shall constitute, or be deemed to constitute, a partnership, association, 
joint venture or other co-operative entity or arrangement. This Agreement is entered 
into by the Parties on a Principal-to-Principal basis and no other meaning can be 
assigned in interpreting any of the terms contained herein. 
 

28. Any dispute or claim arising out of or in connection herewith, or the breach, 
termination or invalidity thereof, shall be settled by arbitration in accordance with the 
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provisions of Procedure of the Indian Arbitration & Conciliation Act, 1996. The 
arbitration tribunal shall be composed of a sole arbitrator, and the Parties shall 
appoint such arbitrator with mutual consent The place of arbitration shall be Mumbai, 
India and the arbitration proceedings shall take place in the English language. 

 

IN WITNESS WHEREOF, the parties have caused this Agreement to be executed as of the 

date set forth above. 

 

 

<SBI Life Insurance Co. Ltd.   >         

 

By :____________________   By : _____________________ 

 

Name : _________________   Name :  

 

Title :  __________________                        Title:   

    

Date : ______________   Date:  

 

 

 

 

 

 

 

 

 

 

 

 

 



 RFP:  NEW GENERATION SECURITY OPERATION CENTER (SOC) SERVICES 

 Public 

Reference: RFP – SBIL/RMD/IST/R0018/2023-24   Page 11 of 11 

  Annexure-3 

Financial Details 

Sr. No. Field 2022-23 2021-22 2020-21 2019-20 

1. Audited     

2. Paid up Capital     

3. Tangible Net Worth     

4. Total Assets     

 
5. 

Total Sales (net of 
excise) 

    

6. PBDIT     

7. Profit after Tax     

 
8. 

Revenue from 
Information Security 
Services 

    

 

Please fill all the above columns (do not leave any column blank) and attach audited 

Balance Sheets and Profit and Loss statements for the last four years. 


